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BACKGROUND

On January 1, 2004, the Personal Information Protection and Electronic Documents Act
(PIPEDA) applied to organizations that handle personal information including personal
health information, in the course of commercial actives.

To meet the consent requirements set out in PIPEDA, health care providers are required
to inform patients of their privacy rights and to provide them with an opportunity to
know what personal information is being collected, for what purpose, how it will be
used, disclosed, and protected.

In preparation for PIPEDA, Health Canada has engaged in consultation with key
national health care provider associations, other government departments and the
Office of the Privacy Commissioner of Canada to better clarify how the Act applies to
the health sector and to develop tools to assist the health sector in meeting their

PIPEDA obligations.

Among these tools, a sample poster and pamphlet were developed. Health care
providers will be able to download the information from the Internet and use “as is” or
customize as they deem appropriate. v

Since the intended audience is the general public, it is important to consult with
average Canadians on the sample pamphlet and poster. There is a need to ensure that
the poster and pamphlet are easily understood by patients/clients who clearly need to
understand the content in order to provide informed/implied consent.

A component of the approved communications strategy is to evaluate/adjust the
effectiveness of the outreach activities.

RESEARCH PURPOSE

e To solicit the viewpoint and appropriateness of content of tools developed regarding
the privacy of personal health information from Canadians.

Research Objectives

e To assess the level of understanding of these issues outlined in the
poster/pamphlet; and,
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e To validate the effectiveness of these tools and/or understand what modifications
may be necessary.

This research may also assist in the development of a pan-Canadian privacy framework.

METHODOLOGY

Four focus groups were held in Ottawa on February 2", 2004 with members the
general public residing in the Ottawa-Gatineau region (Aged 18 and over). The groups
were segmented by language and level of education (High/low). The groups were one
and a half hours in duration and 10 participants were recruited per group for eight to
show.

Participants were pre-screened to ensure a good mix of age and gender and to exclude
anyone employed in the following areas:

In an advertising agency

A market research company

The media, that is for TV, Radio or a newspaper
A graphic design or Web-site design firm

In Computer hardware and or software sales
The federal government

The health care sector (doctor/nurse)
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KEY FINDINGS

Management of Personal Health Information

Overall, participants demonstrated little or no knowledge about recent changes on
how personal health information is managed.

When asked which types of personal information they would regard as the most
sensitive, participants tended to identify both their personal financial and health
information.

Participants agreed that it is very important that the personal information they
provide to their physician is kept confidential.

However, few participants exhibited any doubts, worries or concerns over the
confidentiality of their personal health information within the hands of their GP. This
low level of concern is directly related to their very high level of trust in their
personal physician.

Many participants indicated that they hadn't really considered how their personal
information might be shared within the circle of care (primary care providers).

Following the discussion on how their personal health information might be shared
within the circle of care, participants understood the need to do so as part of the
treatment process.

Participants had a limited understanding of how their personal health information
could be shared outside the circle of care to third parties such as different levels of
government, academics and private companies such as insurance or pharmaceutical
companies.

Participants had a good understanding of why sorne primary care providers must
share patient information as part of the treatment process. However, they were less
knowledgeable about why others outside the circle of care such as insurance
companies, academics or private companies would use their health data.

When asked, participants are the most comfortable with those involved in primary
health care and within the circle of care having access to their personal health
information.

Some participants felt that a secure and centralized database of personal health
information should be accessible by physicians to facilitate timely and informed
treatment in emergency rooms.

Participants also tended to feel comfortable with those involved in research intended
for the common good (tracking health trends, health planning and the development
of new medications) having access to their personal health information, as long as it
IS anonymous.
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e Participants were clearly less comfortable with private companies such as insurance
or pharmaceutical firms having access to their personal information.

Consent

e Participant perceptions on the need for consent were influenced by who wishes to
access personal health information and the intended purpose of access.

o Participants felt that at least initially physicians should discuss how the patient’s
personal health information might be shared within the context of care and
treatment. Subsequently, most participants felt that consent may be considered as
implied or “taken for granted” within the context of treatment.

e Aside from primary care or provincial health plans, participants said that they want
to be consulted about any disclosure of their personal health information to those
outside the circle of care.

e Many participants had problems with the term “implied consent * and felt that as a
term it is too vague and ambiguous. Others felt that implied consent was linked to
the assumption that physicians will communicate and exchange information with
each other as part of the treatment process.

Perceptions of the Draft Brochure

e Overall, while participants felt that the brochure needed some additional work, they
felt that it met their expectations of materials designed inform Canadians on how
their personal health information is treated by health care professionals.

e The majority of participants gave the current draft of the brochure a “yellow light”
and felt that the brochure is on the right track and that it required some work to fine
tune some aspects of the terminology and the amount of information provided to
the readers.

e While English participants liked the conciseness, clarity and level of language used in
the brochure, the French language participants felt that brochure contained too
much information making the information difficult for readers to understand and
digest.

! participants were asked to rate the readiness of the brochure for release by assigning
the brochure a green, yellow or red light. A green light indicates that the brochure is
ready for release; yellow indicates the brochure is good, but some additional work is
required, while red means that the brochure would require have to be redone.
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e The most problematic aspect of the brochure was the sections involving consent.
Participants found the bullets relating to consent to be confusing and somewhat
contradictory. Also, participants did not like or fully understand the terminology
“implied consent”.

e Concern about how effective the brochure is as a communications vehicle or the
amount of brochure information is directly related to the difficulties associated with
the issue of the privacy and confidentiality of personal health information.
Specifically, the collection, control, disclosure and usage of personal health
information. These difficulties include:

e patient sensitivity to privacy, confidentiality and security;

e heavy patient reliance on their personal physician to guard their personal health
information; and,

e requirements of end users (Medical research, tracking health trends, the
development of new drugs vs. direct marketing) vs. privacy of personal health
information.

e In many ways, it would be difficult for a brochure to address and alleviate all
concerns that Canadians have about this sensitive issue.

e Participants felt that the readers should be directed to a 1-800 number or web site
for further information on how their personal health information is managed.

e Currently, the brochure lacks a strong visual link to the health care sector. A image
of a physician and patient provide the brochure with increased credibility, a stronger
link to the health care sector
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RECOMMENDATIONS

Content:

o State the purpose of the brochure within the context of the new legislation
effective as of Jan 1 2004. Rationale will reassure participants that this is a
positive and proactive initiative and not a cover up on the part of the
government.

o Clearly state that this information targets all Canadians (including landed
immigrants).

o Explain why information may be disclosed to others (e.g.: Ministries of Health
and others, where required by law) — offer specific examples or circumstances —
epilepsy or medical condition induced fainting.

o Be more specific about how assurances offered on last panel on the back of the
brochure — participants question how these assurances can be offered or met.

o Boost information about how personal health records may be amended.

o Include more specific information on how a patient may complain. Participants
said that it would be difficult to complain to your health care provider about
personal health records in their care.

o (French Language Groups) Shorten the amount of information within the
brochure.

o Include 1-800 number and web site address.

o Direct readers to 1-800 number or web site for detailed information on how
their information is collected, stored, accessed and disclosed.

Boost visual appeal:

o Add additional polish (font type and colour).

o Change colour — moving away from “Tory” blue toward a green based colour
scheme.

o Change font of title (brighter and more professicnal font).
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o Break dense text in bullets to increase readability and interest of reader.

o Include picture of physician and patient in consultation on front page (see third
bullet below).

Credibility and Stronger Link to Health Sector:

o Include Health Canada and Government of Canada logo/word mark.
o Include logos for health stakeholders’ organizations (e.g.: Medical Associations).

o Include a picture of a physician and a patient in consultation to suggest a
shared partnership, responsibility and decision-making.

Suggestions for Distribution:

o Through physicians - directly or indirectly (Placed in physician waiting rooms
and offices);

o Pharmacies;
o Emergency rooms;
o Any health care providers/clinics; and,

o Direct mail along with government information or health private insurance
companies (e.g.: Great West Life).
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